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• Internal fraud. Employee, former employee, or a third-party agent
commits fraud, colludes to commit fraud, or otherwise enables or
contributes to fraud or embezzlement.

 The classic employee fraud example:
 One or more trusted employees
 Access to accounts, financial information, personal identifying info, etc.
 Aware of internal controls and compliance
 Siphons off small amounts or uses data / info for other illicit activities
 Finally discovered after thousands or millions of dollars are lost

 The securities fraud example:
 One or more trusted employees (or officials)
 Access to financial and other information
 Public debt offering (or private placement or direct placement)
 Intent to mislead investors or knowledge of wrongdoing
 Disclose stale or misleading information or omit material info
 Investigation
 SEC enforcement

Common Financial Frauds



• External fraud. External party commits fraud against the bank /
governmental entity, or a customer or client is the victim of fraud.

Mail, Wire, and other forms of financial fraud:   
 Use of email, phone, mail or other technology
 No one fraud or scheme looks the same.
 Wire transfers are ideal for fraudsters.
 If it works, expand quickly. If not, change tactics and try again.

 Cybersecurity attacks facilitate fraud:
 Malware (viruses, ransomware, spyware, trojans)
 Phishing

 Internal fraud can be used to “improve” external frauds.

Common Financial Frauds



• A few examples of bad RFPs ($ from funding source):
 University of Washington – fictitious borrower and assets
 University of Illinois – fictitious borrower and assets
 Los Angeles County – fictitious borrower and assets

• Other increasingly frequent examples of fraud:
 Fraudulent draw requests from escrow or trust account ($ from third-party)
 Fraudulent invoices for loan or lease payments ($ from issuer / borrower)
 False price (vendor or borrower fraud), fake supplier, double financing, etc.

• Fraud attempts have reached every market participant:
 Government issuers
 Conduit borrowers
 Lenders
 Underwriters
 Equipment vendors
 Lease brokers
 Trustees / Escrow Agents / Title Companies

Recent Case Studies



• Inquiries about industry participants’ products / offerings
• Invitations to join qualified bidder lists
• Wide circulation / distribution of good looking 

(fraudulent) RFPs
• Usually under $10,000,000
• Phone and email communications
• Awards to financial institutions
• Submission of full (fraudulent) credit packages

 Financials
 Legal opinion
 Minutes and project and financing approvals
 Vendor invoices

• Standard documentation processes
• Fraudulent / foreign wires
• Fraudulent requests for funds post-closing

Common Elements
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Preventing Fraud
Understanding Weaknesses

• Bank direct purchase and lease financing products are attractive to fraudsters for 
the same reasons they are attractive to our clients.
 Flexible financing structures
 Ease of documentation, execution and speed to close
 Limited statutory / regulatory requirements 

• No shortage of public information.
 Cybersecurity breaches
 FOIA laws
 SEC Rule 15c2-12 and Municipal Securities Rulemaking Board (MSRB)

• Easy targets
 Fewer systems and controls
 Casual compliance
 Lower investment in technology
 Greater reliance on human assessments

• Other
 Niche industry / small community
 Low risk of loss
 Competitive pricing
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• Dealing with the perpetrators:
 Internal Fraud
 External Fraud

• Internal Investigations:
 Figure out what happened and how it happened. 
 Ideally, use legal counsel (in-house or outside).
 What to save, record, write down.
 How sure are you of the facts?
 An effective response depends on information / understanding.  

• Law enforcement:  When and how to work with them.
 To report or not?
 Which agency? Which phone number? 
 Establish yourself as victim and as cooperative.
 Give facts to support your claim; maintain credibility. 

Dealing with Fraud and Attempted Fraud



• Self-Policing:
 Cost-benefit analysis of fraud investigations
 Law enforcement and justice system may not solve your problem

 Limited resources
 Limited remedies

 Each industry player to monitor its own adherence to
 Ethical standards
 Legal standards
 Best practices

 Proactive vs. reactive fraud response

• Relying on each other and sharing information:
 When and what to share with employees
 When and what to share with commercial partners
 When and what to share with peers and others in the industry
 The value of sharing and industry participation

Dealing with Fraud and Attempted Fraud



• Manage Culture
 Explicit and implicit rules
 Norms of behavior / interaction
 Compliance and ethics policies
 Communication and information flows
 Leadership styles
 Incentives

• Institute Risk Management Systems
 Processes
 Controls
 Training
 Reviews and audits

• Regulatory Compliance Programs
 Compliance staff
 Bank Secrecy Act (BSA) / Anti-Money Laundering (AML)

 Know Your Customer (KYC)
 Customer Identification Programs (CIP)
 Customer Due Diligence (CDD)

Preventing Fraud
General Best Practices



• Slow down, pay attention and be suspicious

• Vet your sources
 Doubt cold calls / emails
 Google (e.g., search names, phone numbers, addresses)
 EMMA
 Work with partners
 Credit references

• Communicate with more than one party
 Call financial / municipal advisors
 Call legal counsel

• Watch for:
 Mistakes, typos, inconsistencies (dates, terms, names, emails, numbers)
 No requests to review / negotiate form contracts
 Quick review / minimal comments
 Forged signatures
 P.O. Boxes

Preventing Fraud
Specific Best Practices



• Confirm:
 Vendor
 Equipment and equipment value
 Names, phone numbers and emails
 Wire information
 Invoices
 Draw requests
 Serial numbers

• Protect information:
 Encrypted emails
 No wire information in closing memos
 Redacted postings to EMMA

• Consider having a single person new to the transaction review credit file 
and all documentation with a fresh set of eyes.

Preventing Fraud
Specific Best Practices



Questions
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